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What I need to know  

The Data Protection Act 1998 requires any individual or organisation who handles 
personal information to comply with a number of important principles. If 
organisations fail to comply they are breaking the law. It also gives individuals 
rights over their personal information and what information is held about them. It 
provides a framework to ensure that personal information is handled properly.  
 

The Data Protection Act 
The Data Protection Act works in two ways. Firstly, it states that anyone who 
processes personal information must comply with eight principles, which is to 
make sure that personal information is:  
 

1. Fairly and lawfully processed  

2. Processed only for specified and lawful purposes  

3. Adequate, relevant and not excessive  

4. Accurate and up to date  

5. Not kept for longer than is necessary  

6. Processed in line with an individual’s personal rights  

7. Secure from the point of collection through to disposal (for instance through 
password protection, staff training, confidentiality policy etc) 

8. Not transferred to other countries without adequate protection or consent from 
the individual concerned 

 

The second area covered by the Act provides individuals with important rights, 
including access to personal information that is held about them, compensation 
and preventing some processing of information. There are some minor exceptions, 
for instance information held for the prevention or detection of crime. 
 

If an individual or organisation feels they are denied access to personal 
information that they are entitled to, or that their information has not been handled 
according to the eight principles, they can contact the Information 
Commissioner's Office (ICO) for help. Complaints are usually dealt with 
informally, but if this isn't possible, enforcement action can be taken.  
 

Your legal obligations  
If your organisation handles personal information, you must work in accordance 
with the eight principles of the Act but you also have additional legal 
responsibilities. For example, you must register with the Information 
Commissioner’s Office (although there are some exceptions, eg personal 
information that is being used for staff administration only, including payroll, 
accounts and records). You will also need to answer personal access requests 
from any individual concerned (the person who you hold information about).   

Data protection  
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The Data Protection Act doesn't guarantee personal privacy, but aims 
to strike a balance between the rights of individuals and those with 
legitimate reasons for using personal information.   
 

The ICO has legal powers to ensure that organisations comply with the 
requirements of the Data Protection Act, including the power to issue 
information and enforcement notices, conduct audits and prosecute 
offenders.     
 

Checklist 
Use the following checklist as a starting point for when you are 
handling personal information and seek professional, legal advice for 
specific areas: 
 

 When gathering information about an individual, do I/we ask only for the information that I/we 
genuinely need and am I/are we clear about what I am/we are going to use it for? 

 Have I/we given a clear reason why I/we are gathering this information to the individuals involved?  
Are they aware and do they understand what it will be used for?  

 Would the individuals concerned expect me/us to pass on their personal information?  
 Am I/are we satisfied the information is being held securely, whether it's on paper, on a computer 

or on the internet?  
 Is access to personal information limited to those on a strict ‘need to know’ basis? If I am/ we are 

passing information on to people outside the organisation, do I/we have the individual’s consent? 
 Am I/are we sure that the personal information is accurate and up to date?  
 Do I/ we delete or destroy personal information as soon as there is no more need for it?  
 Do I/we train staff in their duties and responsibilities under the Data Protection Act, and are they 

putting them into practice?  
 For recruitment of staff or volunteers – Have I/we got enough information about this individual to 

ensure that people are safe (for instance, have we asked about health problems)? 
 Do I/we need to notify the Information Commissioner and if so is my/our notification up to date?  
 When collecting sensitive information, have I/we got explicit consent from the individual concerned 

(such as a signature, consent form etc) and ensured that it is kept confidential?   
 If I am/we are gathering sensitive information for monitoring purposes only, do I/ we separate it to 

make sure that individuals cannot be identified? It might be worth noting that the Data Protection Act 
only covers individuals that are identifiable. 
 

Note: Sensitive information might include personal information on ethnicity, race, religion or belief, 
sexual orientation, criminal or civic offences, trade union membership, physical or mental health etc) 
 

 
  

 
 

 

Where to go next: 

• The Information Commissioner’s Office produces detailed guidance on the Data Protection Act 
(including the original text). You could also look at their ‘sector guide’ for voluntary and community 
organisations: http://www.ico.org.uk/for_organisations/sector_guides/charity   

• LASA offers a 12-page guide for voluntary and community organisations: 
www.ictknowledgebase.org.uk/fileadmin/ICT/pdf/lcgdp.pdf 

Key Words 
 

Data Protection Act – 
the part of the law that 
lays down the rules and 
principles of handling 
personal information 
 

Processing – collecting, 
storing, editing, or 
destroying information etc. 
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